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. NETWORK SECURITY

Virtual Private

SpammerTrap

Efficient, Effective Email Security in the Cloud

SECNAP® technology leads the industry in delivering legitimate mail at lightning speed while blocking spam, mail-borne
viruses, and other malware. Dubbed The King of Spam Filters by SC Magazine, the SpammerTrap® Email Security solution
combines advanced technology with exceptional cost-effectiveness to offer the best price-to-value ratio in the industry.

Features & Benefits

=  Award-winning protection. Anti-spam, anti-virus, anti-malware all in one box.

=  Ease of use. Simple 20-minute start-up with no ongoing administrator maintenance. SC Magazine awarded five
stars for ease of use and customer support, and Processor cited “remarkably easy set up.”

=  Universality and scalability. Integrates with all popular email platforms, including MS Exchange, Lotus Notes and
Novell GroupWise. Seven SpammerTrap models, plus the VPS hosted solution, provide complete scalability.

= Bandwidth conservation. No client server resources required. Malware is blocked in the cloud, before it reaches
the client network.

= Immediate and dramatic results. In most cases, clients recoup their investment in the first two months.

= Round-the-clock service. Supported 24/7 by expert SECNAP engineers committed to quality and innovation.

=  Robust reporting. Unique array of reports helps IT managers and system administrators monitor performance.

=  Encryption. Enables email messages to travel safely over the Internet, protected from cybercriminals, and
also facilitates compliance with federal regulations.

=  Email archiving. Inbound and outbound email records are archived and retrieved easily in accordance with
company policies and regulatory requirements; available with most hosted service levels (VPS-1000 and up).

=  Content filtering. Enables administrators to monitor inbound or outbound email with unrivaled flexibility.
Supports corporate policies as well as regulatory requirements.
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In this example, over an eight-month period:
=  More than 16 million emails were received

= More than 96% were spam
= The spam filtering accuracy rate was 99.999%.
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Virtual Private SpammerTrap Technical Information

Features VPS

Optimal Email Users Supported Up to 25,000 *

NETWORK

PRODUCTS GUIDE Optimal Email Addresses Supported Up to 50,000 *

Set Up VPS

Web-based Interface for Easy Configuration v
Automatic or Manual Import of Usernames v
Protection VPS

2009

Directory Harvest and DoS Attack Prevention

Advanced Email Firewall

Email Archiving (VPS-1000 level and up)

Email Encryption (TLS)

Inm sac“r“" Proactive 24/7 Monitoring

Products Guide Content Filtering
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Redundant Active-Active Failover / Separate Sites

GLOBAL PRODUCT Administration VP
EXCELLENCE AWARDS Per Domain Administrator Account
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CUSTOMER TRUST

Multiple Domain Control from Single Console
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Per Domain and Per User Profiles

Per Domain and Per User Whitelists and Blacklists

Adjustable Firewall Settings

Adjustable Inbound Rate Control and Email Size

Per Domain and Per User Spam Score Settings

Per Domain and Per User Quarantine Reports
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Robust Reporting Package

Standard Support VP
24/7 Phone and Email Support
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Critical and Security Updates Hourly
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Non-Critical Software Updates Daily

* Configurable to support unlimited email users

The Path to 99.9% Accuracy

An advanced firewall, four reputation E swe.s00
databases, and 4,000 additional tests
ensure that only clean, spam-free

email is delivered to client networks.
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