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manage business operations could have cascading im

pacts on the supply chain." 

Rather than focus on a few specific threats, he says the 

marine industry can protect our nation's critical infra

structure by implementing systems and processes that 

prevent and respond to various cyber threats. 

"Following best practices, reporting incidents to the 

Coast Guard's National Response 

Center, and sharing information 

with their local Area Maritime Se

curity Committees are key actions 

that protect our Marine Transpor

tation System," he advises. "The 

Coast Guard has significantly in

creased our capability, and our Cy

ber Protection Teams can support 

the maritime community before 

or after an incident with vulner

ability assessments, on-network 

threat hunting and post-incident 
response.n 

He notes that "The Cyber 

Protection Team's cyber skills 

are unprecedented for the Coast 

Guard. The Coast Guard also es

tablished maritime-focused cyber 

specialists in every Captain of the 

Port Zone. They are civilian em

ployees serving as the focal point 

for port-level cyber coordination 

across industry and government. 

During compliance inspections, 

many companies have indicated 

they would like more details on 

conducting vu I nerabil ity assess

ments and accounting for them 

in their plans. Based on this feed

back, the Coast Guard released its 

Maritime Cyber Assessment and 

Annex Guide to aid the indus-

try in its efforts to harden their 

networks.n 

In addition, he points out 

that "The United States is a 

member state of the IMO and 

works closely to address cyber 

risks in the shipping industry. 

For example, the IMO released 

guidelines for addressing mari

time cyber risk management in 

a vessel's Safety Management 
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.. Cyber threats are not going away. For mari

time stakeholders, cybersecurity must be a 

part of company culture. A great way to help 

build that culture is implementing CISA's Cross 

Sector Cybersecurity Performance Goals." 

System (SMS). More recently, the IMO is undertaking 

an effort to revise its Guidelines on Maritime Cyber Risk 

Management and identify the next steps to enhance 

maritime cybersecurity. One example is the Cybersecu

rity and Infrastructure Security Agency's (CISA) Cross 

Sector Cybersecurity Performance Goals. These are not 
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